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Abstract: The remote direct memory access (RDMA) technology, which has been effectively utilized to enhance
data transfer rates and reduce CPU utilization, has played a significant role in various domains such as cross-
regional data center transfers, high-performance computing, and rapid data read/write operations. However, despite
its emerging status, RDMA has been lacking in widely recognized security solutions. With the expansion of RDMA
applications from dedicated network environments to general Ethernet networks, the need to address the security
risks faced by these applications has become imperative. A set of protective measures were established to ensure
security without compromising transmission efficiency. Furthermore, the unique underlying implementation and
protocol design of RDMA technology have resulted in incompatibility with existing mature security solutions and
have led to the confrontation with specific security risks. The development of RDMA attack and defense
technologies and the provision of security guarantees for the forthcoming widespread application of RDMA
technology were elucidated The principles of RDMA technology and its implementation were proposed, with
examples drawn from the InfiniBand (IB) and the RDMA over converged Ethernet (RoCE) second edition protocols.
The security risks faced by RDMA applications in relevant scenarios were investigated, and a summary of the
research progress in the RDMA security field over recent years was provided. Effective security solutions
addressing these risks were compiled and, after their defensive capabilities were proven, a comparison of
their advantages and disadvantages was conducted through theoretical analysis and experimental data. Finally,
improvement plans and prospects for technological optimization in the RDMA attack and defense field were
proposed.
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MR. QP. &% PSN 5 4, {H & Rothenberger
SR SEIG I, — L8 H WL IT R RDMA
R T Foh B E A PSN L4 5 [ 5 ms,
Octopus®, Darel"4,

138 WAMAERARERLLRE RS

—ULERDMA W & N T 1Rt A Bl g 7+
fEFEE, SINT —SHiicE, XUl &5k b
B E] T RDMA (A 1 2242 .



.30+ %% 515 6 2 424

¥10%

WESIANEE ~, M EEMMRE, FE
] RNIC & 137, RNIC £ #E 47 52 bR 40 i 4
I 1k 2 Y A7 SR A b Ak, A At R A
HiuhEvE AN UG ) MR Tsai Z5P945 1, 5 BCAS (1)
Mellanox RNIC 5| A ¥ —Ti# Uy g so Vi F 7 i 1%
B BN A7 R MR, AT RE S S 8—
BB JL T SRAM FI ML R A2 . BRARIX TR I RE REAE I
B S SR I PERE AR R, (R ER Y M b 7E
AR A RE 2ok (W1 hammer KUK FE
1) BRI

UbAh, ik Peic B B aU% % S0 Gimplicit
on-demand paging, ODP) K}, HEFEICAF3)iE
WP A7 k{3 I 9 A7 B2 B RNIC 303
fe, 7E—2emPEREdn st N ODP A EAEH . 2
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¥, SCHER[471F6 i, AT LRI IPSec WBCRARIE £
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PRI N LR 24 bit BT 751 . 24 bit HAZ—
AN R A K, Tsai 50938 HY, % — AN
JE BN B QP R 5, AR A PSN T3 A
W23 . R B, 5 rKey £
[, QPN HIPSN [ 34K AL il [5] 4 A7 £E W] Tl 4,
HHES 1.3.6 T AIEE 1.3.7 W i) al s, LR A
() A5 40 B 2 PR 1) QPN 488 K AL il 24 kg 17 0 1) 28
W, B AT EMER 7 QPN wlt REHERT A
J& 1E 45 f# 1 QPN 1 HLAR 2 % A F PSN #% %
SE NSV E BN A, 45T 3 CRets
PAEV2: By 25 KB AR B R I, At R o
W QPS5 , Hi/NszFE v I QP IE .

H T QP 5 7£ i 55 5 F A AR, PSN il il
R ETN, HEPSNA QPN LG 244, H
FERIEPSNAE 1 22 2% MU U A TR KRR i
DIRIEENA AR AL, 2 15 A PSN I %



32 XIF %% : RDMA PRI S i A0y HR ik 35 -
S TCP L P AU 5 /M. M2 B HREF e TR A Rl — 1> RDMA I T R LAt A )

BERERT,  RThE I 9 HR 3% I S E A i B ()
ASEA AT HEZ I

Rothenberger 25443 J1] % 1B Al RoCEv2 B3 itk
T TSNS, HHFFR T HIRaA R T A
ReDMArk, FTHIHL RNIC (R S0 ish g . sz
IGEEREI, 24d F RoCEv2 Bl — A 5¢ 4= Fif
ML PSN 5 HEAT & M2, ReDMArk X} T Mella-
nox 2% RNIC #£ 5 25 10.6 s, %7 T Broadcom 2K
RNIC #1423 s. BT ReDMArk ] CPU #5 1]
RNIC B Dife, FHEA SRS EHE R G KIER,
A B IE A PSN BT SEfR 1 2T /b — ik

It4h, — % RDMA M A AR %5 i (4 NVMe-
oF) PUV ERAE R ST AL 7 H Y PSN A1 QPN RfI
Al A E SR IS SC AR PSN ATQPN, b
il % B 2 L0 I PSN A1 QPN,  H 75 Bl 2
FH R SCHEAT T R B ORI, BEJS A S
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Figure 8 Effective data headers constructed by attackers attempting to make predictions
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Figure 9 RDMA security defects and corresponding protective measures
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Figure 11 sRDMA message verification process
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Figure 12 RDMA message structure after introducing IPSec
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